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Take the security of your ASP.NET Web API to the next level using some of the most amazing security
techniques around

About This Book

This book has been completely updated for ASP.NET Web API 2.0 including the new features of●

ASP.NET Web API such as Cross-Origin Resource Sharing (CORS) and OWIN self-hosting
Learn various techniques to secure ASP.NET Web API, including basic authentication using authentication●

filters, forms, Windows Authentication, external authentication services, and integrating ASP.NET's
Identity system
An easy-to-follow guide to enable SSL, prevent Cross-Site Request Forgery (CSRF) attacks, and enable●

CORS in ASP.NET Web API

Who This Book Is For

This book is intended for anyone who has previous knowledge of developing ASP.NET Web API
applications. Good working knowledge and experience with C# and.NET Framework are prerequisites for
this book.

What You Will Learn

Secure your web API by enabling Secured Socket Layer (SSL)●

Manage your application's user accounts by integrating ASP.NET's Identity system●

Ensure the security of your web API by implementing basic authentication●

Implement forms and Windows authentication to secure your web API●

Use external authentication such as Facebook and Twitter to authenticate a request to a web API●

Protect your web API from CSRF attacks●

Enable CORS in your web API to explicitly allow some cross-origin requests while rejecting others●

Fortify your web API using OAuth2●

In Detail

This book incorporates the new features of ASP.NET Web API 2 that will help you to secure an ASP.NET
Web API and make a well-informed decision when choosing the right security mechanism for your security
requirements.

We start by showing you how to set up a browser client to utilize ASP.NET Web API services. We then
cover ASP.NET Web API's security architecture, authentication, and authorization to help you secure a web
API from unauthorized users. Next, you will learn how to use SSL with ASP.NET Web API, including using
SSL client certificates, and integrate the ASP.NET Identity system with ASP.NET Web API.

We'll show you how to secure a web API using OAuth2 to authenticate against a membership database using
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OWIN middleware. You will be able to use local logins to send authenticated requests using OAuth2. We
also explain how to secure a web API using forms authentication and how users can log in with their
Windows credentials using integrated Windows authentication. You will come to understand the need for
external authentication services to enable OAuth/OpenID and social media authentication. We'll then help
you implement anti-Cross-Site Request Forgery (CSRF) measures in ASP.NET Web API.

Finally, you will discover how to enable Cross-Origin Resource Sharing (CORS) in your web API
application.

Style and approach

Each chapter is dedicated to a specific security technique, in a task-based and easy-to-follow way. Most of
the chapters are accompanied with source code that demonstrates the step-by-step guidelines of
implementing the technique, and includes an explanation of how each technique works.
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From reader reviews:

Todd Jacobs:

Have you spare time for a day? What do you do when you have considerably more or little spare time? Yes,
you can choose the suitable activity to get spend your time. Any person spent their particular spare time to
take a move, shopping, or went to the Mall. How about open or even read a book called ASP.NET Web API
Security Essentials? Maybe it is to get best activity for you. You already know beside you can spend your
time with the favorite's book, you can smarter than before. Do you agree with it has the opinion or you have
some other opinion?

Antoinette Hogg:

What do you regarding book? It is not important to you? Or just adding material when you require something
to explain what your own problem? How about your free time? Or are you busy person? If you don't have
spare time to complete others business, it is give you a sense of feeling bored faster. And you have extra
time? What did you do? All people has many questions above. They must answer that question mainly
because just their can do that will. It said that about e-book. Book is familiar in each person. Yes, it is
suitable. Because start from on jardín de infancia until university need this ASP.NET Web API Security
Essentials to read.

Joyce Pippin:

In this 21st one hundred year, people become competitive in each and every way. By being competitive
today, people have do something to make these people survives, being in the middle of often the crowded
place and notice simply by surrounding. One thing that often many people have underestimated it for a while
is reading. That's why, by reading a book your ability to survive enhance then having chance to stand up than
other is high. In your case who want to start reading any book, we give you this particular ASP.NET Web
API Security Essentials book as beginner and daily reading e-book. Why, because this book is more than just
a book.

Judith Ellis:

That guide can make you to feel relax. This specific book ASP.NET Web API Security Essentials was
colourful and of course has pictures on the website. As we know that book ASP.NET Web API Security
Essentials has many kinds or genre. Start from kids until youngsters. For example Naruto or Investigation
company Conan you can read and believe that you are the character on there. So , not at all of book tend to
be make you bored, any it makes you feel happy, fun and unwind. Try to choose the best book for you
personally and try to like reading which.
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